capacities in regards to responsible life-sciences research. This self-assessment questionnaire is part of a larger project on 'Responsible life-sciences research for global health security', which published several documents on this issue. 4 The responsible life-sciences research framework and its associated selfassessment questionnaire are based on three pillars supporting public health: research excellence, ethics, and biosafety and laboratory biosecurity. The biorisk framework for responsible life-science research is an integrated approach, where each pillar is equally important and should complement and reinforce the others. This chapter will focus on the ethics pillar because it is often regarded as an area that is complex, underfunded and an obstacle to undertaking research. This chapter starts by giving an overview of the bio-risk management framework for responsible life-sciences research. It then underlines the role of ethics in this area and it ends by discussing how the self-assessment questionnaire can provide useful feedback to countries and institutions to identify needs and capacities in ethics, and ways to strengthen them.
The bio-risk management framework for responsible life-sciences research
The WHO project on responsible life-sciences research for global health security aims at promoting excellent, safe, secure and responsible life-sciences research through an integrated approach that recommends investing capacities in three pillars supporting public health: research excellence; ethics; biosafety and laboratory biosecurity.
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• Pillar 1: Research excellence. This concerns fostering quality in lifescience activities, which is the basis for developing new treatments and therapeutics, strengthening health research systems, and promoting public health surveillance and response activities. These elements are essential to protecting and improving the health and wellbeing of all people. This approach recognises that there is no single solution or system that will suit all countries, institutions or laboratories. Each country or institution that assesses the extent to which it has systems and practices in place to deal with the risks posed by accidents or the potential deliberate misuse of life-sciences research will decide which measures are most appropriate and relevant according to their own national circumstances and contexts.
Likewise, this approach also acknowledges the fact that there is a multiplicity of stakeholders developing different measures. The public health sector is one stakeholder among others (for example, national academies of science, ethicists and security communities), and coordination at national and international levels is therefore crucial for addressing those types of risks.
One important advantage of this integrated framework is that it recommends investing capacities in public health areas that either are already in place in many countries or are being developed for strengthening research capacities and for addressing laboratory bio-risks. This approach therefore promotes a sustainable and effective way to address such bio-risks. Indeed it emphasises that one of the most effective ways to prepare for deliberately caused disease is to strengthen public health measures for naturally occurring and accidentally occurring diseases. 6 In a similar manner, the promotion of a culture of scientific integrity and excellence is considered as one of the best protections against the possibility of accidents and deliberate misuse of life-sciences research and offers the best prospect for scientific progress and development. A culture of scientific integrity and excellence can be strengthened through the development and reinforcement of capacities in the three aforementioned public health pillars. In adopting the bio-risk management framework for responsible life-sciences research, countries and institutions are encouraged to consider
• reinforcing public health capacities in terms of research for health, biosafety and laboratory biosecurity management and ethics • investing in training personnel (laboratory staff and researchers) and students in ethics, the responsible conduct of research, and biosafety and laboratory biosecurity • ensuring compliance with biosafety and laboratory biosecurity • identifying multi-stakeholder issues, with different layers of responsibilities and encouraging coordination among stakeholders • using existing mechanisms, procedures and systems and reinforcing local institutional bodies (if they exist). While recognising the above, countries and institutions may consider drawing on a bio-risk management framework for responsible life-sciences research, which has been developed to help countries and institutions identify where public health resources can be used for addressing the above risks. To facilitate such analysis, a self-assessment questionnaire on responsible life-science research has been developed to support health researchers, laboratory managers and research institutions to identify strengths and to address weaknesses in each of the three pillars. Among these three pillars, ethics is an important public health area where countries and institutions can invest capacities to address such bio-risks.
An ethics framework

Context and related initiatives
The potential duality of research and science, and related moral concerns, is not a new issue. Following the invention of atomic weapons, many scientists, including Einstein, Oppenheimer and Russell, voiced concern about the potential dangers to humanity arising from scientific discoveries. In 1999, UNESCO organised the World Conference on Science, in Budapest, which gave special attention to ethical principles and responsibilities in the practice of science.
Since 2005, UNESCO has led a new project, with regional consultations, to survey the field of science ethics and to evaluate the need for an update of the 1974 document.
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Until recently, however, the bioethics community concerned with research has focused on the protection of human subjects in clinical trials, and other kinds of ethical issues raised by genetics and related disciplines. It is only in the past few years that ethicists have become more engaged with the scientific community and security experts regarding the ethical questions raised by the potential misuse of science.
Ethics is now recognised in the field as providing a useful framework for the identification of dilemmas, and the discussion and evaluation of responsibilities of different stakeholders. Ethics can help promote understanding of the nature of decisions that researchers and other actors have to make. 10 The discussion of ethical issues can contribute to consensus-building among the stakeholders, who sometimes have competing interests.
Ethics framework in the WHO project
WHO has, since its establishment in 1948, given great importance to ethical considerations in its programs. In 1967, the World Health Assembly (WHA) resolved that 'scientific achievements, and particularly in the field of biology and medicine-that most humane science-should be used only for mankind's benefit, but never to do it any harm'.
11 A WHO report in 2005 discussed in more detail the ethical questions raised.
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Some of the basic dilemmas addressed in the current WHO project, 'Responsible life science research for global health security', are
• how to weigh the potential benefits of research against the risk of misuse • how to weigh the individual interests of researchers against the common good of public health • how to best manage the risks associated with research, without hindering its beneficial application to public health • what are the responsibilities of individual researchers, and of the scientific community as a whole to society? For the development of an ethics framework, it is helpful to analyse the responsibilities and dilemmas of different stakeholders involved in life sciences, and to develop corresponding tools to support them in making ethical choices.
Researchers, science societies and codes of conduct/ ethics
Individual scientists have been at the centre of the debate on ethical responsibilities in dual-use research. On the one hand, they will aim to carry out and publish beneficial research, while on the other hand they want to refrain from research that could lead to the potential malevolent use of the results. have a widely acknowledged obligation to carry out their research in accordance with good research practices and laws and regulations, including codes (see below). In addition, the debate on dual-use research has made clear that there are also some expectations on the individual scientists to make judgments about the outcomes and potential security implications of their research projects; however, often researchers will not be security experts and may face difficulties in making such assessments. Therefore, while education can help to raise awareness among scientists, in case of doubt, they should be able to turn to mechanisms for reporting and consultation, including for whistleblowing, provided by their institutions.
Codes for researchers have for a long time been proposed as potentially useful tools to address the potential misuse of life-science research at the level of the individual scientists. In fact, codes for professional behaviour date back at least two millennia (the Hippocratic Oath, Maimonides, and so on). Two types of codes are usually distinguished 1. codes of conduct: these provide specific guidelines with respect to what is considered appropriate behaviour 2. codes of ethics: these are more aspirational, setting forth the ideas to which practitioners should aspire, such as standards of objectivity or honesty. Some prominent examples of codes for scientists include those proposed by scientific and academic societies (such as the American Society for Microbiology, the Chinese Academy of Sciences, The Royal Society in the United Kingdom and the US National Science Advisory Board for Biosecurity), and medical associations (such as the World Medical Association and the American Medical Association).
13 Recently, the International Centre for Genetic Engineering and Biotechnology has been undertaking a project to review codes of conduct.
There has been considerable debate on the effectiveness of codes of conduct/ ethics for researchers.
14 Critics have insisted that there is little evidence about their effectiveness in practice. For example, the Hippocratic Oath has not hindered medical doctors from doing horrendous things to their patients. Scientists may simply not comply with such non-binding instruments as codes, and terrorists will not be deterred from using biotechnology with bad intentions. Even with the best intentions, and fully aware of their duties, scientists are not security experts and may thus not foresee the consequences of their experiments, which might have dual-use potential.
On the other side, the proponents of such codes-for example, Margaret Somerville and Ronald Atlas 15 -have argued that they serve their purpose in raising awareness, fostering norms among the scientific community and establishing public accountability mechanisms. They can help sensitise scientists who might be used by malevolent individuals or organisations and the public health community to the risks of dual-use research. Codes can also foster an environment in research institutions in which whistleblowing could be encouraged. There is an ongoing discussion between the proponents of a universal code, arguing that national codes of conduct will have little effect on the global behaviour of life scientists, and those who prefer developing some basic principles that would then be applicable to and implemented at local settings, institutions or countries.
Education and training in biosecurity and ethics are other tools for raising awareness among scientists. A report published in 2008 by the American Association for the Advancement of Science (AAAS) examined such education programs and emphasised their importance.
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Research institutions
As most research takes place in institutions, these also have important responsibilities in the prevention of accidents and the deliberate misuse of research. Research institutions have an obligation to ensure that research within their premises is conducted according to national laws and relevant codes of conduct. They should sensitise their researchers to dual-use issues-for example, through education and specific training, promoting discussion and reflection on research practices, and creating a climate that encourages scientists to come forward in case of difficulties. Procedures and standards for whistleblowing should be in place for cases of scientific misconduct.
Another potentially useful approach to address the dual-use dilemma, which has been proposed at the institutional level, is the ethical review of sensitive research by an ethics committee. In practice, however, it is not clear which committees could take on this role. Traditional research ethics committees review research with human subjects, and not bench science, and their members are not usually trained in biosecurity issues. With specific training, the members of research ethics committees could probably be enabled to play this role. Another option would be to supplement institutional biosafety committees (IBCs) with ethicists. A further difficulty to resolve is the proper identification of the research proposals that should be subjected to such a review.
Publishers and journal editors
Freedom of intellectual inquiry, sharing of knowledge and publication are at the very heart of science. So one of the most contentious debates about the governance of dual-use research involves the extent to which the publication of potentially dangerous information should be restricted, or censored.
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Publications enable progress in beneficial research and can inform about new kinds of threats. In particular, sufficiently detailed 'materials and methods' parts of publications are essential for other scientists to reproduce and verify results. Yet, these sections are precisely the ones that could potentially be misused by ill-minded individuals. Publishers and journal editors have a responsibility to prevent the publication of research results that may be misused. In February 2003, recognising this responsibility, a joint Statement on Scientific Publication and Security of the Journal Editors and Authors Group was simultaneously published by Science, Nature, the Proceedings of the National Academy of Sciences and the American Society for Microbiology Journals.
18 While reminding readers of publishers' 'unique responsibility' for the integrity and the advancement of research, the statement accepts that at times censorship of science may be warranted: 'We recognize that on occasion an editor may conclude that the potential harm of publication outweighs the potential societal benefits. Under such circumstances, the paper should be modified, or not be published.' 19 
Governments, international organisations and funding bodies
Finally, governments, international organisations and funding bodies all face dilemmas in managing the risks related to deliberate misuse of research. On the one hand, they play a key role in promoting scientific development, and in creating an environment that is conducive to stimulating life-sciences research. On the other hand, they have important responsibilities in promoting global health security and in minimising the potential harm to public health, at a national and a global level. 17 Miller, S. and Selgelid, M. 2007 , 'Ethical and philosophical considerations of the dual-use dilemma in the biological sciences ', Science and Engineering Ethics, vol. 13, pp. 523-80. 18 Selgelid, M. 2007 , ' A tale of two studies: ethics, bioterrorism, and the censorship of science ', Hastings Center Report, vol. 37, no. 3. 19 Journal Editors and Authors Group 2003, 'Statement on scientific publication and security ', Science, vol. 299, no. 5610, p. 1149. There are different risk-management options for governing life-science research with dual-use potential. It is essential to find and maintain the right mix of policies in order to allow the public health benefits of life-science research to be maximised while minimising the risks. Besides the promotion of research excellence, biosafety and laboratory biosecurity, an ethical framework is a key component of a public health approach. While no magic bullet, codes of ethics for scientists, as well as for publishers, can make essential contributions. Further discussion about the usefulness and feasibility of an ethics review of sensitive research is needed. Finally, assessments, awareness-raising and training at local and facility levels are key to the implementation of effective policies. The WHO self-assessment questionnaire can help countries and institutions to identify these needs and capacities and take the necessary actions.
Ethics and the self-assessment questionnaire
The process of self-assessment starts with an identification of strengths, weaknesses and gaps, and concludes with action to address the gaps and weaknesses and to build on or consolidate the strengths. Going through this process will first provide an assessment of the extent to which systems are in place in the national public health system, in research institutions and in laboratories to facilitate and ensure excellence in science, ethics, safety and security.
Second, it will identify priority areas where action is necessary to ensure such practices. In coordination with other stakeholders, the knowledge gained through this process will help countries and institutions to align available resources with local needs and circumstances. This is therefore an important step in the identification of appropriate training and a sustainable way to enhance global health security. This self-assessment tool could also be used as a simple and cost-effective way for interested countries and institutions to raise awareness about responsible life-sciences research. Health researchers, laboratory managers and research institutions are the primary audiences for this self-assessment questionnaire. It was not developed to evaluate the adequacy of measures developed by other sectors (for example, security, academia, publishers and editors). Yet, it recognises the importance of collaboration and coordination between different sectors, especially when priority areas have been identified and when action will unfold.
Methodology
The self-assessment questionnaire on responsible life-sciences research lists several statements associated with each pillar, using the Likert scale. A statement for which a respondent answered 'don't know' or 'disagree' may mean that further information is needed in certain areas and may indicate some weaknesses. On the other hand, responses of 'agree' and 'strongly agree' suggest that appropriate measures are already in place.
The strengths and weaknesses of an institution can then be reported by pillars, giving some overview of advantages and gaps. It is therefore strongly advised to fill in the questionnaire as a whole and not in parts. The self-assessment tool is a voluntary, anonymous and innovative tool in this field.
The ethics pillar lists some of the following statements to which respondents are being asked to give their opinion 20 • education and/or training is offered on research ethics • appropriate ethical research guidelines and practices have been published and implemented • adequate mechanisms exist for investigating and responding to nonadherence to ethical standards • researchers know how to assess whether the risk outweighs the benefit of continuing with their research or activities • researchers are aware of and informed about national and international conventions, laws and regulations related to their research • an ethics committee assesses research proposals involving human subjects • a review process exists to assess ethical issues raised by research proposals not involving human or animal subjects • information about the national and international conventions and regulations related to all fields of science is easily accessible. The self-assessment questionnaire was piloted in a South African facility in 2009. 21 A seminar on responsible life-sciences research and dual-use issues was presented to the audience as a way to introduce the questionnaire to the laboratory scientists and managers. The audience was also informed about the purpose and content of the questionnaire, noting that this was an anonymous and voluntary process. Of the 20 scientists present, 18 completed the questionnaire. The respondents were coming from different laboratories, all part of the same facility. Feedback on the questionnaire was provided to the respondents at the end of the seminar. The pilot study had some limitations. First, the sample size of the pilot study is too small to draw conclusions that would be representative of the whole facility. The collected data are therefore only illustrative of potential needs and capacities. A second limitation of the self-assessment questionnaire is that these questions may be considered subjective. The validity and reliability of the subjective measures have been enhanced through multiple questions measuring the same subjective state. The self-assessment questionnaire has indeed been designed in a way that statements regarding the different pillars can be analysed in combination, thereby reinforcing the data analysis. It should be noted, however, that one important strength of the questionnaire is its ability to identify differences in opinions about existing systems and measures so that the discrepancies can be dealt with-not necessarily through a change in the system itself but just with, sometimes, further discussion with the staff about existing measures.
Results
The data collected by the pilot study regarding the ethics pillar showed the 22 following.
• Seventeen of the 18 respondents agreed or strongly agreed that education and/or training is offered on research ethics. One respondent was undecided. This is reinforced with the fact that 15 respondents agreed or strongly agreed with the statement that ongoing research training takes place.
• Likewise, a majority of respondents (15) agreed or strongly agreed that research proposals raising ethical issues (whether or not human or animal subjects are involved) are subject to review. • A majority of respondents, however, disagreed with the statement that education and/or training is offered on dual use. Nine respondents disagree or strongly disagreed, and seven respondents were undecided about the statement. Only two agreed with it.
• Eight respondents also disagreed with the statement that researchers are aware of and informed about national and international laws and regulations related to their research, and three respondents were undecided. This can be read in conjunction with the fact that 14 respondents were undecided or disagreed with the statement that information about the national and international laws and regulations related to all fields of science is easily accessible.
• In addition, 13 respondents were undecided or disagreed with the statement that whistleblowing mechanisms exist and make provision for the protection 22 Ibid.
of whistleblowers. Related to this, 10 respondents were undecided or disagreed with the statement that researchers have somewhere to turn for competent advice if they have ethical, safety or security questions relating to their research. Yet five respondents agreed or strongly agreed with the first statement and eight respondents agreed with the second one.
• Eleven respondents were undecided or disagreed with the statement that adequate mechanisms exist for investigating and responding to nonadherence to ethical standards, and half of the respondents were undecided or disagreed with the statement that appropriate ethical guidelines and practices have been published and implemented. Yet seven respondents agreed with the first statement and nine agreed with the second one.
Discussion
The pilot study at the South African facility illustrates the type of useful and informative feedback the self-assessment questionnaire can provide to laboratory managers and their staff. 23 In this case, the pilot study may seem to indicate that ethics training is an asset of the facility and that research proposals are being regularly reviewed. But it also seems to point out some areas for action.
For instance, disagreements occurred in four areas
• about the education and/or training on dual-use issues • about their awareness of and information regarding national and international laws and regulations related to their research • about the existence of mechanisms for staff to report unlawful or irregular conduct (that is, whistleblowing mechanisms) and where to turn for competent advice if they have ethical, safety or security questions relating to their research • about the publication and implementation of ethical guidelines and practices and mechanisms for investigating non-adherence to ethical standards. When a majority of respondents disagreed with a statement or was undecided, this may point to a certain weakness that needs to be addressed. In this case, a majority of respondents noted the lack of training and/or education on dual-use issues.
Disagreement among respondents may indicate that there may be measures in place but these are not sufficiently well communicated to all employees. This may mean that ethical standards for research may be in place in the facility, 23 Although the pilot study implemented the whole self-assessment questionnaire, only the ethics data are being reported in this chapter.
as well as mechanisms to deal with non-adherence to ethical standards, but the employees should be better informed about them. Likewise, employees may need to have more accessible information about national and international laws and regulations related to their research as well as additional information as to where to turn for competent advice if they have ethical, safety or security questions associated with their research.
In summary, the analysis of the data associated with the ethics pillar tends to suggest that the facility has important capacities in terms of ethics training and on ethical review of research proposals while some needs may have been identified in terms of dual-use training. As well, additional information may be provided on the availability of competent advice; publication and implementation of ethical guidelines and practices and mechanisms for investigating non-adherence to them; and on national and international laws and regulations.
This process of self-assessment should therefore provide useful and practical information for research institutions and their managers about research excellence and management, ethics, biosafety and laboratory biosecurity practices within their facilities. When comparing the results of the three pillars, the institution can also identify capacities and needs for each pillar. It can then assess which pillar looks stronger compared with the others and then identify priority areas for action. One way to address potential needs might be to organise a seminar for all staff to share the data analysis, to underline the strengths of the institution and to propose measures to address identified gaps.
In this case, the identified needs could be addressed through a seminar that would be aimed at sharing information about national and international laws and regulations related to their research and the setting up of a web link to encourage staff to make themselves aware of any changes in national and international regulations. A seminar could also be held on the mechanisms or processes in place in the institution if staff have ethical, safety or security questions regarding their research and to make clear where the ethical standards can be found and how whistleblowing mechanisms can be accessed. Information regarding ethical standards can be distributed to the staff or could be put on a web site easily accessed by the employees. Staff should also be able to keep themselves regularly informed about any changes in ethical procedures. Another way of addressing needs might be to invite other facilities and research institutions to share information about their best practices, how they train their staff on specific topics, how they have identified ways for making information on certain issues available to staff and how to keep them regularly updated. Finally the self-assessment questionnaire could be proposed again to the facility employees after the implementation of activities that were aimed at addressing needs to evaluate the progress made.
